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What	
  is	
  spam?	
  
•  Decep=on	
  of	
  search	
  algorithms?	
  

•  Site	
  for	
  humans	
  vs.	
  site	
  for	
  robots?	
  	
  

•  Not	
  relevant?	
  
•  To	
  much	
  ads?	
  

•  Junk?	
  
•  Porno?	
  
•  …	
  
•  “I	
  don’t	
  like	
  this	
  page”	
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Why	
  defini%on	
  is	
  important?	
  
•  You	
  need	
  to	
  tag	
  corpora.	
  
•  Instruc=ons	
  for	
  assessors.	
  
•  Let’s	
  look	
  to	
  examples	
  of	
  spam.	
  

–  Only	
  content	
  spam,	
  without	
  link	
  spam.	
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Doorway	
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Doorway:	
  redirect	
  to	
  random	
  page…	
  



	
  8	
  	
  

…	
  to	
  page	
  with	
  test	
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  …	
  to	
  page	
  about	
  massage	
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Doorway:	
  some	
  malware	
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Doorway:	
  hidden	
  content	
  

	
  
На	
  самом	
  деле:	
  
	
  
Меню	
  по	
  диете	
  протасова	
  Однако	
  теперь	
  слова	
  винил	
  и	
  
виниловый.	
  Стали	
  часто	
  употребляться	
  в	
  сфере,	
  далекой	
  
от	
  музыки,	
  а	
  именно	
  в	
  области	
  строительства	
  и	
  ремонта	
  
малоэтажных	
  зданий.	
  Связано	
  это	
  со	
  стремительным	
  
распространением	
  и	
  бурным	
  ростом	
  популярности.	
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The	
  War	
  of	
  the	
  Worlds	
  

В	
  голубой	
  дали	
  поднимались	
  для	
  Сэррея	
  и	
  блестели,	
  как	
  две	
  серебряные	
  колонны,	
  
башни	
  Кристал-­‐Паласа.	
  Это	
  было	
  неизбежно.	
  программу	
  чудились	
  тысячи	
  бесшумно	
  
подкрадывающихся	
  врагов,	
  скачать	
  охватил	
  cs,	
  я	
  испугался	
  своей	
  дерзости.	
  Вдалеке	
  
сквозь	
  деревья	
  я	
  заметил	
  второго	
  марсианина,	
  сервера	
  же	
  неподвижного,	
  как	
  
скачать	
  программу	
  бустер	
  для	
  сервера	
  cs	
  1.6;	
  он	
  молча	
  стоял	
  в	
  парке	
  близ	
  
Зоологического	
  сада.	
  Для	
  не	
  мог	
  взобраться	
  на	
  обломки	
  и	
  потому	
  не	
  видел	
  в	
  
наступающей	
  темноте	
  забрызганное	
  кровью	
  сиденье	
  и	
  1.6	
  собаками	
  хрящ	
  
марсианина.	
  .	
  для	
  через	
  минуту	
  я	
  взобрался	
  cs	
  насыпи	
  и	
  стоял	
  на	
  сервера	
  вала	
  -­‐	
  
внутренняя	
  площадка	
  редута	
  была	
  внизу,	
  подо	
  мной.	
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Just	
  insert	
  keywords!	
  

Общественным	
  СТИХИ	
  СТИХИ	
  ПРО	
  
ЛЮБОВЬ	
  пРО	
  ЛЮБОВЬ	
  душем,	
  туалетом,	
  
бассейном;	
  через	
  продукты	
  роль	
  
принадлежит	
  нервной	
  активные	
  формы),	
  
сифилис,	
  ВИЧ-­‐инфекция,	
  наличие	
  в	
  
настоящем	
  или	
  прошлом	
  спазмах	
  
различной	
  этиологии.	
  СТИХИ	
  ПРО	
  
ЛЮБОВЬ	
  x`	
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Fake	
  popular	
  site	
  

odnnoklassniki.com	
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Fake	
  popular	
  site	
  –	
  content	
  injec%on	
  

h�p://marhi.ru/index1.html	
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Forum	
  spam	
  

Единый	
  молодёжный	
  портал	
  города	
  Ростова-­‐на-­‐Дону	
  

откровенные	
  порно	
  знакомства	
  
без	
  дружбы	
  -­‐	
  С	
  нами	
  уже	
  сотни	
  
человек	
  нашли	
  свою	
  любовь	
  как	
  
за	
  рубежом,	
  так	
  и	
  дома.	
  и	
  
Бесплатное	
  фото	
  порно	
  
проституток.	
  Шлюхи	
  россии	
  
шлюхи	
  рязанский	
  проспект	
  
смотреть	
  фильм	
  интим	
  
бесплатно	
  белгородские	
  
проститутки	
  шлюхи	
  в	
  гта	
  4.	
  
знакомства	
  с	
  фото	
  и	
  icq	
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Forum	
  spam	
  on	
  official	
  site	
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Forum	
  spam	
  on	
  authora%ve	
  site	
  

Российский	
  фан-­‐клуб	
  «Вавилона	
  5»,	
  b5.ru	
  



	
  19	
  	
  

Guestbook	
  spam	
  

I'd	
  like	
  to	
  pay	
  this	
  cheque	
  in,	
  please	
  
lolitas	
  pre	
  teen	
  sex	
  pdw	
  dark	
  underage	
  
lolita	
  cp	
  =]]	
  toplist	
  young	
  loli	
  model	
  
wdeof	
  bbs	
  lol	
  lilita	
  zeps	
  =[[	
  nudist	
  13	
  art	
  
lolita	
  50575	
  extreme	
  pre	
  lolita	
  list	
  
780049	
  young	
  nudist	
  lolita	
  model	
  %-­‐
(	
  innocent	
  sexy	
  lolita	
  porn	
  :-­‐D	
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Search	
  results	
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Catalogs	
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Pseudo-­‐encyclopedia	
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Wikipedia	
  clones	
  

Шведские	
  Энциклонги,	
  как	
  
правило,	
  путешествовали	
  
на	
  восток	
  и	
  фигурировали	
  в	
  
древнерусских	
  и	
  
византийских	
  источниках	
  
под	
  именем	
  варягов.	
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Pseudo-­‐company	
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Pseudoanaly%cs	
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Pseudoanaly%cs	
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Pseudoanaly%cs	
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Blog	
  spam	
  

Потребительские	
  кредиты	
  наличными	
  
	
  
3	
  августа	
  –	
  наращивание	
  волос,	
  как	
  подтянуть	
  в	
  учёбе	
  
вашего	
  ребёнка	
  
	
  
2	
  августа	
  –	
  дефолт	
  в	
  США	
  
	
  
8	
  июня	
  –	
  независимая	
  экспертиза,	
  взгляд	
  со	
  стороны	
  
	
  
3	
  июня	
  –	
  пора	
  обновить	
  кухню,	
  что	
  дарить	
  на	
  день	
  
рождения,	
  лето	
  –	
  солнце,	
  электронные	
  сигареты	
  
	
  
30	
  мая	
  –	
  ремонт	
  дома	
  своими	
  руками,	
  китайцы	
  и	
  их	
  
медицина,	
  грузоперевозки,	
  оформление	
  цветами,	
  
строительство	
  дома,	
  работа	
  ночью	
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Downloads	
  



	
  30	
  	
  

Downloads	
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Downloads	
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SEO	
  for	
  misspellings	
  and	
  misprints	
  

Вы	
  не	
  туда	
  попали!	
  Почему?	
  -­‐	
  Забыли	
  переключить	
  язык	
  	
  
набора	
  и	
  набрали	
  «изыиюин»	
  или	
  «цццюизыиюин».	
  	
  
Сюда	
  вас	
  выкинуло,	
  потому	
  что	
  в	
  поиске	
  или	
  в	
  строке	
  
	
  браузера	
  вы	
  ввели	
  bpsb.by.	
  Вам	
  надоело	
  здесь	
  и	
  вы	
  	
  
хотите	
  скорей	
  перейти	
  на	
  сайт,	
  который	
  искали?	
  
	
  Для	
  перехода	
  на	
  нужный	
  вам	
  сайт	
  нажмите	
  на	
  	
  
последнюю	
  ссылку	
  в	
  строке	
  выше.	
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Scraper	
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Another	
  scrapper	
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Scrapper?	
  Or	
  not?	
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Affiliates	
  (not	
  exactly	
  spam)	
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You	
  can	
  find	
  them	
  everywhere	
  

da=ng.ru.msn.com	
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NOT	
  SPAM	
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404	
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Released	
  domains	
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Free!	
  Online!	
  No	
  sign	
  up!	
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PHPProxy	
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SCHOLARS	
  ABOUT	
  SPAM	
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Spam,	
  Damn	
  Spam,	
  and	
  Sta%s%cs	
  	
  
•  WebDB	
  2004:	
  

–  Dennis	
  Fe�erly,	
  Mark	
  Manasse,	
  Marc	
  Najork	
  (Microso¤	
  Research)	
  	
  

•  6.9%	
  spam	
  in	
  data	
  set.	
  	
  

•  URL	
  proper=es	
  
•  Host	
  name	
  resolu=ons	
  

•  Linkage	
  proper=es	
  
•  Content	
  proper=es	
  
•  Content	
  evolu=on	
  proper=es	
  
•  Clustering	
  proper=es	
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Detec%ng	
  Spam	
  Web	
  Pages	
  through	
  Content	
  Analysis	
  
•  WWW2006:	
  

–  Alexandros	
  Ntoulas	
  (UCLA),	
  Marc	
  Najork,	
  Mark	
  Manasse,	
  Dennis	
  Fe�erly	
  	
  
(Microso¤	
  Research)	
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Figure 2: Spam occurrence per top-level domain in our data
set.

0%

5%

10%

15%

20%

25%

30%

35%

French German English Japanese Chinese

Pe
rc

en
ta

ge
 o

f s
pa

m

Figure 3: Spam occurrence per language in our data set.

Figure 2 indicates that the top-level domain in which the greatest
percentage of pages are spam is the .biz domain, where approxi-
mately 70% of all pages are spam; the .us domain comes second
with about 35% of its pages belonging to the spam category. As
one might expect, our sample set contains no spam pages from the
.edu domain.
In our second experiment, we investigated whether pages writ-

ten in some particular language were more likely to be spam than
those written in other languages. For this experiment, we randomly
selected pages from the five most popular languages in our collec-
tion, which cumulatively account for 84% of all pages. Figure 3
shows this experiment. The horizontal axis shows the language of
the page and the vertical axis shows the fraction of spam for pages
written in a particular language. Again, the numbers are reported
with a 95% confidence interval.
Figure 3 demonstrates that among all the pages in our collection,

pages written in French are the ones most likely to be spam: ap-
proximately 25% of all French pages belong to the spam category.
Similarly, about 22% of German-language pages are spam.
These two experiments demonstrate that spam web pages rep-

resent a significant fraction of the overall pages on the web. Ad-
ditionally, certain domains (such as .biz) are riddled with spam
pages. These observations naturally lead us to search for effective
spam detection methods, a search we undertake in the next section.

4. CONTENT-BASED SPAM DETECTION
In our WebDB paper [8], we examined a number of spam de-

tection heuristics. Some of these heuristics were completely in-
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Figure 4: Prevalence of spam relative to number of words on
page.

dependent of the content of the web pages (instead using features
such as the hyperlink structure between pages and the DNS records
of hosts), while others treated words as uninterpreted tokens (for
example, by clustering pages into sets of near-duplicates, and by
measuring the rate of page evolution).
In this paper, we explore an additional set of heuristics, all of

them based on the content of web pages. Some of these heuristics
are independent of the language a page is written in, others use
language-dependent statistical properties.
In our data set, the majority of the pages (about 54%) are written

in the English language, as determined by the parser used by MSN
Search.2 We drew a uniform random sample, henceforth named
DS, of 17, 168 pages out of the English-written portion of the 105
million pages.3 We manually inspected every sampled page and la-
beled it as spam or not. InDS, 2, 364 pages (13.8%) were labeled
as spam, while 14, 804 (86.2%) were labeled as non-spam.
The remainder of this section describes most of the content-

based heuristics we explored in detail.

4.1 Number of words in the page
One popular practice when creating spam pages is “keyword

stuffing”. During keyword stuffing, the content of a web page is
augmented (or “stuffed”) with a number of popular words that are
irrelevant to the rest of the page. The hope is that by mixing extra-
neous words with the legitimate content, the spam page will match
against more queries, and thereby be seen by more users.
In most cases, in order to maximize the chance of being returned

to users, spam pages augment their content with dozens or even
hundreds of extraneous words. In our first experiment we inves-
tigate whether an excessive number of words within a web page
(excluding markup) is a good indicator of spam. To this end, we
plotted the distribution of the number of words for each web page
in our data set. The result is shown in Figure 4.
This figure – like all figures in the remainder of this section –

consists of a bar graph and a line graph. The bar graph depicts the
distribution of a certain aspect (in this case, the number of non-

2The MSN Search crawler uses proprietary algorithms for deter-
mining the language of a page on the web, not just the meta-data
on the page.
3We have evaluated our methods with samples written in other lan-
guages, such as French or German. Our findings for the English
web roughly hold for these languages as well, although the details
differ. Due to space constraints, we will not delve into the non-
English web in this paper.
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Detec%ng	
  Spam	
  Web	
  Pages	
  through	
  Content	
  Analysis	
  
•  Number	
  of	
  words	
  in	
  the	
  page	
  and	
  =tle	
  

•  Average	
  length	
  of	
  words	
  
•  Amount	
  of	
  anchor	
  text	
  

•  Frac=on	
  of	
  visible	
  content	
  
•  Compressibility	
  

•  Frac=on	
  of	
  globally	
  popular	
  words	
  	
  
•  Frac=on	
  of	
  page	
  drawn	
  from	
  globally	
  popular	
  words	
  	
  

•  Independent	
  and	
  condi=onal	
  n-­‐gram	
  likelihoods	
  	
  

	
  

Alexandros	
  Ntoulas	
  	
  et	
  all	
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Detec%ng	
  Spam	
  Web	
  Pages	
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  Content	
  Analysis	
  
Alexandros	
  Ntoulas	
  	
  et	
  all	
  

As we can see from the table, bagging improves our accuracy.
For pages in the spam class, 1, 995 out of 2, 364 pages were classi-
fied correctly. For the non-spam class, 14, 611 out of 14, 804 pages
were classified correctly. Consequently, 562 pages were classified
incorrectly, improving from 788 without bagging.
The second classification improvement technique, namely boost-

ing, operates as follows. We assign a weight to every item in our
training set. Initially all the items have an equal weight of 1/n,
where n is the size of the training set (n = 15, 453 in our case).
These weights represent the probability of occurrence of every item
in the training set. The boosting algorithm then proceeds in N it-
erations. In every iteration, the training set along with the weights
is used to generate a classifier. For every misclassified item in the
training set, we alter its weight such that the misclassified items are
boosted, i.e. they are given higher weights. In general, this process
is repeated until N classifiers are created. Finally, in order to clas-
sify a page, we again consider the prediction from each of theN as
a vote. However, in this case, we determine the final class based on
a weighted sum of the votes, instead of bagging’s majority voting.
The interested reader may find the details of boosting in [10, 27].
In our case, we again picked N = 10. After applying boosting

to the C4.5 classifier described in the previous section we obtain
the following precision/recall values:

class recall precision
spam 86.2% 91.1%
non-spam 98.7% 97.8%

Table 3: Recall and precision after boosting.

The previous table shows a modest increase in the classification
accuracy beyond bagging. For pages in the spam class, 2, 037
out of 2, 364 pages were classified correctly. For the non-spam
class, 14, 605 out of 14, 804 pages were classified correctly. Con-
sequently, 526 pages were classified incorrectly, improving from
562 with bagging.

6. RELATED WORK
Web spam as a phenomenon is nearly as old as the web itself.

Web spam has become more prevalent in the last few years, as more
web site operators use it as a means to increase traffic, hoping that
it will also increase revenue. Nonetheless, web spam has started
to receive attention from the academic community only recently.
Here, we discuss prior studies that exhibit commonalities with our
own.
Machine learning techniques, similar to the C4.5 classifier that

we used in Section 5, have been successfully used to fight email
spam (e.g. [16, 28]). Here, we confirm the potential of machine
learning to identify spam text, but we focus on the orthogonal prob-
lem of web spam, where the text is meant for search engine con-
sumption and not human readers.
Regarding the general role and mechanics of web spam, Hen-

zinger et al. [15] acknowledged the impact of web spam on search
engine quality. Perkins [25] defines a number of spamming tech-
niques, in a paper advocating ethical behavior. Gyöngyi and Garcia-
Molina [13] provide a more formal taxonomy of web spam. Metaxas
and DeStefano [20] point out the relationship between web spam
and other sources of untrustworthy information, namely propaganda.
In general, these studies recognize and address three principal kinds
of web spam: link spam, content spam and cloaking.
Link spam is the practice of adding extraneous and misleading

links to web pages, or adding extraneous pages just to contain links.
An early paper investigating link spam is Davison [7], which con-

sidered nepotistic links. Since then, a number of papers have fo-
cused on link spam and ways to detect it and ameliorate its effect
on link-based ranking algorithms.
Amitay et al. [2] feed connectivity features of pages into a rule-

based classifier, in order to identify link spam. Baeza-Yates et
al. [3] present a study of collusion topologies designed tot boost
PageRank [24] while Adali et al. [1] show that generating pages
with links targeting a single page is the most effective means of
link spam. To this end, Zhang et al. [31] show how to make PageR-
ank robust against attacks; Gyöngyi et al. [11] introduce TrustRank
which finds non-spam pages by following links from an initial seed
set of trusted pages. Benczúr et al. [4] show how to penalize pages
that have “suspiciously” increased their PageRank. Wu and Davi-
son [29] and Gyöngyi and Garcia-Molina [12] study how to detect
link farms (i.e. sites exchanging links for mutual benefit). In [8] we
showed ways of identifying link spam based on divergence of sites
from power laws. Finally, Mishne et al. [21] present a probabilistic
method operating on word frequencies, which identifies the special
case of link spam within blog comments. Our work in this paper is
complementary to these studies, since we are focusing on spam in
the content of the pages as opposed to links.
Content spam is the practice of “engineering” the content of

web pages so that they appear relevant to popular searches. In [8]
we studied the prevalence of spam based on certain content-based
properties of web sites. We found that features such as long host
names, host names containing many dashes, dots and digits, little
variation in the number of words in each page within a site, and
frequent and extensive content revisions of pages between succes-
sive visits, are, in most cases, good indicators of spam web pages.
In [9] we investigated the special case of “cut-and-paste” content
spam, where web pages are mosaics of textual chunks copied from
legitimate pages on the web, and we presented methods for detect-
ing such pages by identifying popular shingles. In this paper, we
present a variety of content spam detection methods that essentially
extend the previous work [8, 9].
Cloaking, finally, is the practice of serving different copies of a

web page depending on whether the visitor is a crawler or a user.
Gyöngyi and Garcia-Molina [13] present an overview of current
cloaking techniques. Wu and Davison [30] demonstrate the effec-
tiveness of a cloaking detection method that is based on calculating
common words among three separate copies of a page. It should
be noted that cloaking has uses which are beneficial, such as a site
returning a copy of a page without markup to a search engine, to
reduce bandwidth and storage costs.

7. CONCLUSIONS AND FUTUREWORK
We have studied various aspects of content-based spam on the

web using a real-world data set from the MSNSearch crawler. We
have presented a number of heuristic methods for detecting content-
based spam. Some of our spam detection methods are more effec-
tive than others, however when used in isolation our methods may
not identify all of the spam pages. For this reason, we combined
our spam-detection methods to create a highly accurate C4.5 clas-
sifier. Our classifier can correctly identify 86.2% of all spam pages,
while flagging very few legitimate pages as spam. We now briefly
discuss some avenues for future work.
Some of the methods for spam detection presented in this paper

may be easily fooled by spammers. For example, the metric of
Section 4.7, may be fooled by adding frequent words to otherwise
meaningless content. Although we believe that it will be relatively
hard for a spam web page to fool all of our techniques, we may
see some degradation of the classification performance over time.
To accommodate for this we plan to study how we can use natural
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Link	
  Analysis	
  for	
  Web	
  Spam	
  Detec%on	
  	
  
•  ACM	
  Transac=ons	
  on	
  the	
  Web,	
  Vol.	
  2,	
  2008:	
  

–  Luca	
  Becche©,	
  Stefano	
  Leonardi	
  (Universita`	
  di	
  Roma	
  La	
  Sapienza),	
  Carlos	
  
Cas=llo,	
  Debora	
  Donato,	
  Ricardo	
  Baeza-­‐Yates	
  (Yahoo!	
  Research)	
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Link	
  Analysis	
  for	
  Web	
  Spam	
  Detec%on	
  	
  
•  In-­‐degree,	
  out-­‐degree	
  and	
  other	
  	
  
degree-­‐based	
  features.	
  

•  TrustRank.	
  
•  Truncated	
  PageRank.	
  
•  Es=ma=on	
  of	
  supporters.	
  

Luca	
  Becche©	
  et	
  al.	
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ANTISPAM	
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What	
  we	
  can	
  do?	
  
•  Some	
  spam	
  types	
  hard	
  to	
  detect	
  automa=cally.	
  

•  But	
  most	
  of	
  the	
  spam	
  –	
  	
  
	
  

autogenerated	
  content	
  for	
  search	
  engine.	
  
	
  

•  We	
  can	
  get	
  rid	
  of	
  it	
  via	
  sta=s=cal	
  methods.	
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Classifier	
  task	
  
•  We	
  want	
  to	
  build	
  classifier.	
  

•  Where	
  a	
  lot	
  of	
  machine	
  learning	
  methods.	
  

•  So	
  we	
  need:	
  
–  Tagged	
  corpora.	
  
–  Features.	
  
–  Evalua=on	
  metrics.	
  

–  Some	
  machine	
  learning	
  algorithm.	
  

•  I	
  will	
  talk	
  about	
  features.	
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Web	
  Page	
  Features	
  
•  Only	
  one	
  page	
  to	
  analyze	
  –	
  no	
  extra	
  informa=on	
  

•  Amount	
  of	
  ads	
  

•  Popular	
  keywords	
  
•  HTML	
  structure	
  

•  Language	
  models	
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Format	
  of	
  graphs	
  

Amount	
  of	
  documents	
  in	
  
corpora	
  

(spam	
  and	
  not	
  spam)	
  

Value	
  of	
  the	
  feature	
  

5	
  

10	
  

This	
  sample	
  point	
  
means,	
  that	
  there	
  are	
  
5%	
  of	
  the	
  documents	
  in	
  
the	
  corpora	
  with	
  the	
  
value	
  of	
  the	
  feature	
  
equals	
  10.	
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  of	
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  document	
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Just	
  few	
  slides	
  about	
  web	
  site	
  features	
  
•  Results	
  of	
  document	
  classifier	
  for	
  each	
  page.	
  

•  Link	
  graph.	
  
•  Technical	
  informa=on.	
  

•  User	
  behaviour.	
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Link	
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  Spam	
  classifier	
  
•  No	
  “silver	
  bullet”	
  feature.	
  
•  We	
  need	
  to	
  combine	
  them.	
  

•  Document	
  classifier:	
  neural	
  network.	
  

•  Site	
  classifier:	
  decision	
  tree.	
  
•  For	
  spam	
  we	
  have	
  87%	
  precision	
  and	
  80%	
  recall	
  rate.	
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Some	
  extra	
  notes	
  about	
  spam	
  
•  Spam	
  is	
  evolving.	
  

•  So,	
  we	
  can’t	
  build	
  our	
  classifier	
  once.	
  
•  We	
  need	
  to	
  constantly	
  re-­‐evaluate	
  it.	
  	
  

•  Spammers	
  will	
  throw	
  away	
  banned	
  domains.	
  

•  So	
  we	
  have	
  to	
  recheck	
  them	
  some=mes.	
  

•  …	
  and	
  most	
  of	
  new	
  sites	
  will	
  not	
  be	
  much	
  be�er.	
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Thank	
  you!	
  


